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Access Control
As part of the Wonde portal, schools have the ability to blacklist/whitelist users using the ‘Access
Control Setting’ as part of the ‘Advanced’ actions. (Users are all students/employees/contacts
associated with the school)

Access control allows the school to block certain data sets from being made visible in the application’s
API.

The Access Control options are below:

Allow access to all users:
This option will allow all users associated with the permissions to be accessed by the application. This is
the default setting.

Include users by default
This option is blacklisting. By default, all users associated with the permissions can be accessed by the

application. The school will be able to select any users from the list to be blocked and hidden in the
application’s API. All users selected will not be available to the application, all other users that are not
selected will be visible to the application.

Exclude users by default

This option is whitelisting. By default, all users associated with the permissions will be blocked and not
visible to the application. The school will be able to select any users from the list to be made visible in
the applications API. All users not selected will not be made available to the application, all other users
that are selected will be visible to the application.

Dynamic Rules
Dynamic rules let you choose which groups Discovery Education can access. When your MIS data is

synced access will be updated to match your rules. If a person is included in at least one of the groups
their data will be shared with Discovery Education. You can still manually include or exclude people
which will override their inclusion in the selected groups.
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Access Control set up

1. Log into your Wonde portal account by heading to school.wonde.com/login and following the
instructions.

2. Once you are logged in, locate and select Discovery Education under the Approved applications
section

Discovery Education

3. Select the Access Control tab.

'] Discovery Education

Discovery Education provides curriculum-aligned digital resources, engaging content and professional learning for primary and secondary classrooms. It's services include
Discovery Education Espresso, Discovery Education Coding, Discovery Education Health and Relationships, Discovery Education STEM Connect and Discovery Education
Pathway.

Read about the data requirements here. Access to your subscribed Discovery Education services will be live within 48 hours of approving the connection. Please click here to find
out how to get started.

Discovery Education

www.discoveryeducation.co.uk

Discovery Education provides curriculum-aligned digital resources, engaging content, and professional learning for
primary and secondary classrooms.

Teaching and Learning

Overview DPIA Permissions Access Control Documents

Discovery Ed tion provi curricul ligned digital resources, engaging
content, and professional learning for primary and secondary classrooms.

Giving educators innovative ways to design and deliver engaging learning experiences every day.

Discovery Education provides curriculum-aligned digital resources, engaging content, and professional
learning for primary and secondary classrooms. Services include Discovery Education Espresso,
Discovery Education Coding, Discovery Education Health and Relationships, Discovery Education STEM
Connect, and Discovery Education Pathway.

Discovery Education is a leading provider of digital educational resources for teachers, students, and
parents. With a wide range of interactive learning tools, Discovery Education helps to create engaging
and inspiring learning experiences for students of all ages. From interactive lessons and activities to
virtual field trips and educational videos, Discovery Education provides a comprehensive suite of
resources to help teachers and students explore the world around them.

Discovery Education also provides a variety of resources to help teachers assess student progress and
provide feedback.
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http://school.wonde.com/login

4. Select ‘Update settings'.

Discovery Education

www.discoveryeducation.co.uk

Discovery Education provides curriculum-aligned digital resources, engaging content, and professional learning for
primary and secondary classrooms.

Teaching and Learning

QOverview DPIA Permissions Access Control Documents

Access control

Manage application access control for students, employees, and contacts. From here you can either, manually select —————w7 Update settings
individuals from your MIS data to include or exclude from the sync with this application or utilise the dynamic access

controls from the Update settings section to include whole groups of users based on groups they sit within.

[ ) 1184 1184 \ 0/1184 :.: 1184
a With access [ Without access - All users
Copyright @ 2025 Wonde Ltd. All rights reserved Wonde Ltd Privacy Notice Wonde Ltd Terms of Use

5. Select your access control option and select ‘Update access settings.

Overview DPIA Permissions Access Control Documents

< Back to manage access control

Discovery Education settings

Set your preferences to enhance managing access control

Access settings Access settings

Configure user access settings for this application
B Allow access to all users  g——n
Include users by default +~—

Exclude users by default — g—e—u-——o

Dynamic rules ¢

_— Update access settings

6. Once you have updated the access settings, it will take you back to the access control page.
Depending on the option you have selected, you will now see a list of your users. The ‘Access’
Column will show the status as ‘Included’ or ‘Excluded’.
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Overview DPIA Permissions Access Control Documents

Access control
Manage application access control for students, employees, and contacts. From here you can either, manually select Update settings
individuals from your MIS data to include or exclude from the sync with this application or utilise the dynamic access

controls from the Update settings section to include whole groups of users based on groups they sit within.

o 1184 /1184 \\ 0/1184 :.: 184
4 With access [\ Without access aa All users
0

Name User type Registration Year Source Access
Ben Abbot Student oD 9 Included
Clarissa Abbot Student A 7 Included
Mohamed Abdelkoder Student 8C 8 Included
Saadaa Abdullah Employee Included
Tamwar Abdullah Student 1A " Included
Anita Abell Employee 7D Included
Abjit Abhra Student 10A 10 Included
Alisha Abhra Student 10C 10 Included
Deon Abimbola Student G 12 Included
Benjamin Able Student 78 7 Included

Showing 1 to 10 of 1,159 results 1 2 3 4 115 116

7. If you have selected the ‘include users by default’ option, it will show all users that are included, and
you will be able to select users to exclude. If you have opted for the ‘exclude users by default’, it will
show all users that are excluded, and you will be able to select users to include.

8. You will then be able to select the users you want to include/exclude from Tes - Provision Map.

9. You can use the search filter to locate a user by name, or the filters for registration groups, classes or
year groups.

Access control

Manage application access control for students, employees, and contacts. From here you can either, manually select Update settings
individuals from your MIS data to include or exclude from the sync with this application or utilise the dynamic access
0o

controls from the Update settings section to include whole groups of users based on groups they sit within.

[ ] 1153 /1153 \‘\ 0/1153 :.: 1153

@B yith access Without access & plusers
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X

Filters
User type State

All v All v
Source Classes

All v All v
Registration groups Year groups

All v All v

10. You will then be able to go through the list and tick the users you want to include/exclude. (The tick
box next to ‘Name’ will select the whole page. You can then select the option ‘select all 0000’ to
auto-select all pages).

Permissions Access Control Documents

Access control
Manage application access control for students, employees, and contacts. From here you can either, manually select Update settings
individuals from your MIS data to include or exclude from the sync with this application or utilise the dynamic access

controls from the Update settings section to include whole groups of users based on groups they sit within.

[ ] 1153 /1153 \ 0/1153 202 1153
a With access &> Without access - All users

0
@t Mark as included & Mark as excluded Q Search A 4

5records selected Select all 1,130 Deselect all

Name User type Registration Year Source Access
Ben Abbot Student 9D 9 Included
Clarissa Abbot Student 7A 7 Included
Mohamed Abdelkoder Student 8C 8 Included
Saadaa Abdullah Employee Included
Tamwar Abdullah Student 1A 1 Included
Anita Abell Employee 7D Included
Abjit Abhra Student 10A 10 Included
Alisha Abhra Student 10C 10 Included
Deon Abimbola Student G 12 Included
Benjamin Able Student 7B 7 Included
Showing 1to 10 of 1,130 results 1 2 3 4 12 13 >
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1.

Permissions

Access control

Access Control

Documents

Manage application access control for students, employees, and contacts. From here you can either, manually select
individuals from your MIS data to include or exclude from the sync with this application or utilise the dynamic access

controls from the Update settings section to include whole groups of users based on groups they sit within.

Q

[ ) 1153 /1153
a With access

Without access

Mark as included I Mark as excluded —

All users

Once you have selected the users you want to allow/block, select the ‘Mark as excluded’

Update settings

Q search h ¢

12. Once saved, you will be able to see a tally of the included/excluded users. This can be changed and
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Overview DPIA

Access control

Manage application access control for students, employees, and contacts. From here you can either, manually select
individuals from your MIS data to include or exclude from the sync with this application or utilise the dynamic access
controls from the Update settings section to include whole groups of users based on groups they sit within.

\ 5/1184
@\ Without access

[ ] 1179 /1184

@B \ith access

Name

Ben Abbot

Clarissa Abbot

Mohamed Abdelkoder

Saadaa Abdullah

Tamwar Abdullah

Anita Abell

Abjit Abhra

Alisha Abhra

Deon Abimbola

Benjamin Able

Showing 1to 10 of 1,159 results

Permissions

update as often as required.

Access Control

User type

Student

Student

Student

Employee

Student

Employee

Student

Student

Student

Student

Registration

9D

TA

8C

1A

7D

10A

10C

7B

1184

All users

Year

Update settings

Q Search ) 4
Source Access

Manual Excluded
Manual Excluded
Manual Excluded
Manual Excluded
Manual Excluded
Included
Included
Included
Included
Included

3 115 116 >
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Added Information
Blacklisting is typically used for schools that want to allow the majority of users to be seen by the
application and only want to block a few users. If you want to allow more users through than you are

blocking, this is the best option.

Whitelisting is typically used for schools that want to block the majority of users form the application and
only want to allow a few users. If you want to block more user than you are allowing, this is the best option.

If you have any questions or problems with any of these steps, please contact our technical support team

on 01638 438 094 or you can email us at support@wonde.com.
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